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Know the lingo! 
 

Take a read through our 
Cyber Threat Glossary to 

familiarise yourself with 
 the terms commonly used 

by the techies among us!
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Vishing {privacy threat}-
The fraudulent practice of making 
phone calls or leaving voice 
messages posing as reputable 
companies in order to gain 
personal information.



PHISHING
Phishing {privacy threat}-
The fraudulent practice of sending 
emails posing as reputable 
companies or colleagues in order 
to gain personal information.



Spying {privacy, anonymity, 
pseudonymity, department threat}-
Working for a government or organisation by 
secretly gaining information about enemies 
or competitiors.

SPYING



Adware {threat to functions}-
Software that automatically displays or 
downloads advertising material when a user 
is online.

ADWARE



Spyware {threat to functions, 
departments, privacy}-
Software that enables a user to 
gather covert information about 
another’s computer activities by 
sending data secretly from their 
hard drive to the spy.
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Rootkits {threat to functions, 
departments, privacy}-
A set of software tools that enable an 
unauthorized user to gain control of a 
computer system without being detected.

ROOTKITS
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RATS (Remote Access Trojans) 
{threat to functions, departments, 
privacy}-
A malware program that includes a back 
door to allow full adminstrative control over 
a target computer.
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Viruses {threat to functions, 
departments, privacy}-
A malicious software program 
loaded onto a user’s computer 
without the user’s knowledge and 
performs malicious actions.
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Malware {threat to functions, 
departments}-
Software that is specifically designed to 
disrupt, damage or gain unauthorized 
access to a computer system.

MALWARE



Mass Surveillance {threat to privacy}-
The practice of spying on an entire or 
substantial part of a population, organisation 
or organisations.

MASS  
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REGULATING 
ENCRYPTION
Regulating Encryption {threat to 
privacy, departments}-
Some governments and law enforcement 
agencies want to regulate encryption 
technology to combat “going dark”* and for 
security reasons. This causes encryption to 
be weaker and easier to crack.

*’Going dark’ refers to private communications that have been 
encrypted so as not to appear visible to others. 



EXPLOIT KITS
Exploit Kits {threat 
to functions, privacy,  
departments}-
A type of toolkit cybercriminals 
use to attack vulnerabilities in 
systems so they can distribute 
malware or perform malicious 
activities.



LEGALIZED SPYING

EXPLOIT KITS

Legalized Spying {threat to 
privacy, anonymity, pseudonymity, 
departments }-
Spying that is legally allowed by a 
government to gather information.



Backdoors {threat to functions, 
privacy, departments}-
A feature or defect of a computer system 
that allows undetectable, unauthorised 
access to data or computer control.

BACKDOORS



Ransomware {threat 
to functions, privacy, 
departments}-
Malicious software designed to 
block access to a computer system 
until a sum of money is paid.
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Want to know more?
 

To learn more about how to combat 
threats to your data and digital 

infrastructure, speak to the team today.

Call 01242 246 700 or  
email cyber@bamboo.tech


