
TAKE A LOOK HERE!

Is your business operating on a Windows 2012 Server? As of the 10th of

October Microsoft will no longer support or provide patches to 2012

servers, leaving your organisation vulnerable to potential cyber attacks or

breaches. We’ve put all the need to know information in a guide, simply

click on the picture to head straight to it. 

Drop the team a message at hello@bamboo.tech if you would like to

explore what options are the best fit for your business. 

DO YOU REALLY KNOW HOW SECURE YOUR

PASSWORDS ARE?

Everyone knows that it is important to ensure you are using strong

passwords for all your logins, but did you know that how and

where you save them is just as important to minimise risk of

network infiltration. Keeper is a password management platform

which allows users to store all their passwords in one place. Find

out more about the importance of keeping your passwords secure

and what steps you can take to improve.

ARE YOU READY FOR THE WINDOWS SERVER 2012

END OF LIFE?

LET'S TALK TECH 

BAMBOO ON POINT

Google have released an

emergency security update after

uncovering a fourth Chrome zero-

day vulnerability. They are

encouraging users to update to

version 116.0.5845.187 (Mac) and

116.0.5845.187/.188 (Windows) as

soon as possible.

 

You can find the full details here

Google users are advised to

upgrade their browser 

Making sure you and your team

stay vigilant online is important.

With a rise in fake profiles being

created we’ve put together a

document outlining what it

means for businesses and what

steps you can take to reduce

your risk.

Click here to download

There’s a rise in fake

profiles online, but what can

you do?

As students head back for the

new academic year, school

leaders have been warned they

must prepare for cyber attacks.

It’s not if, but when.

Do you work in or with the

education sector and need to

know more?

 

Take a look at the full article

here.

Schools are warned of cyber

attack threats as the new

year starts

https://www.bamboo.tech/wp-content/uploads/2023/04/EOL-Servers-2012.pdf.pdf
https://www.bamboo.tech/the-importance-of-password-security/
mailto:hello@bamboo.tech
https://www.bleepingcomputer.com/news/google/google-fixes-another-chrome-zero-day-bug-exploited-in-attacks/
https://www.bamboo.tech/wp-content/uploads/2023/04/Fake-Profiles-Online.pdf
https://news.sky.com/story/schools-warned-of-cyberattack-threat-as-new-year-begins-12952120


SIMON SAYS

There are lots of changes and events taking place over the next couple of months,

so we wanted you to have all the details of what's happening so you are ready to

rock and roll! 

SEPTEMBER 2023

BAMBOO ON POINT

STEPS TO SECURE YOUR SYSTEMS

STEP 2: MULTI-LAYER DEFENCE 

STEP 3: EMPLOYEE TRAINING

STEP 1: STAY VIGILANT 

Keep an eye on evolving attack tactics. These loaders are agile and

always looking for different ways to bypass defences. 

Implement a multi-layered security approach. Combine

firewalls, anti-virus and intrusion detection systems to

create a robust defence against loaders and the

malware they deliver. 

Educate your employees on best

practices and run regular campaigns as

part of training. 

WANT TO TALK TO THE TEAM ABOUT ONE OF THE TOPICS?

Use the details below or scan the QR code to get in touch with the team.

hello@bamboo.tech | www.bamboo.tech | 01242 246 700

In the world of cyber security, proactive prevention is key to reducing these persistent threats. 

Stay alert, fortify your defences and keep your organisation safe. Drop me an email if you’d like to

discuss your cyber set up. 

FOLLOW US!

CHANGE IS HAPPENING! ARE YOU READY?

QBot

SocGholish

Raspberry Robin 

banking trojan turned multipurpose threat, responsible for 30% of cyber attacks.

SocGholish is a crafty JavaScript-based loader with ties to Evil Crop and

Raspberry Robin spreads via USB drives.

The top malware loaders causing chaos this year are:

These may sound like names we’ve just generated, however QBot is a 16-year

BT WLR SWITCH OFF  - STOP SELL 5TH OF SEPTEMBER

WINDOWS 2012 SERVER EoL - 10TH OF OCTOBER 

2G & 3G SWITCH OFF 

CYBER SECURITY MONTH - OCTOBER 2023

We've linked the points above to further

information.

BAMBOO BECOMES FRACTALSCAN

SURFACE PARTNER

We are thrilled to announce we have partnered with

FractalScan Surface to enhance our cyber security

capabilities of our Digital Assurance solutions.

FractalScan Surface is an advanced attack surface management solution,

built by ex UK government cyber security engineers. As digitisation continues at

pace, understanding the risks your digital estate presents is key to an effective

cyber security strategy. By incorporating attack surface management into our tools

we are able to identify gaps in your cyber security and provide efficient and

meaningful solutions to keep your business running smoothly.

Get in touch to discuss how we can help your business enhance it’s cyber security.

http://www.linkedin.com/company/bamboo-tech
https://www.instagram.com/bamboo.tech/
https://twitter.com/bambootech_
mailto:simon.h@bamboo.tech
https://www.bamboo.tech/wp-content/uploads/2021/08/The-Move-to-All-IP.pdf
https://www.bamboo.tech/wp-content/uploads/2023/04/EOL-Servers-2012.pdf.pdf
https://www.bamboo.tech/wp-content/uploads/2023/03/2G-3G-Switch-Off.pdf
https://www.bamboo.tech/wp-content/uploads/2023/03/2G-3G-Switch-Off.pdf

